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1
Decision/action requested

It is requested to accept this pCR to be included in the living document S3-173482
2
References

[1]
S3-173482: Living Document: Security of PLMN/RAT selection policies for roaming
[2]
S3-180112: Adding key issue to living document S3-173482
[3]
3GPP TR 24.890 V2.0.0 

3
Rationale

This pCR proposes a solution to address the key issue proposed in the companion pCR S3-180112 [2].
In subclause 5.2.4.3 of [3], an alternative solution to send the list of preferred PLMN/access technology combinations as part of authentication procedure was accepted by CT1, however the security solution to protect the list was left to SA3.

This pCR provides one security mechanism to protect the list during authentication procedure.
4
Detailed proposal

***** Start of Change *****
4. Solutions

Editor’s Note: The subclause is used to capture all potential solution agreed in SA3 meeting.
4.1. Solution #x: 
4.1.1. Introduction

This solution addresses the key issue x. The solution proposes to have an unathenticated, unsecured transport that transports messages secured by other means SMS-OTA, BIP-OTA or DH secured messages (later for use with LTKUP).
4.1.2. Solution details
Prior to authentication, secure messages can be sent to/from the UE (to be terminated in the USIM).  These messages are secured using the protocols specified in TS 31.115 and the content of these messages are specified in TS31.116.
This secure protocol can be used to send steering of roaming commands, RFM updates for steering related files, proprietry messages for steering application….).  They can also be used for other provisioning purposes.






4.1.3. Evaluation
FFS.

Editors note: awaiting definition of KI's to evaluate against.


***** End of Change *****


